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How deceptive online networks reached 
millions in the US 2020 elections
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Deceptive online networks are coordinated efforts that use identity 
deception to pursue strategic political or financial goals. During the US 2020 
elections, these networks reached at least 37 million Facebook and 3 million 
Instagram users, representing 15% and 2% of the platforms’ active US adult 
users, respectively. Only 3 networks out of 49—1 network with explicitly 
political aims and 2 that appeared to use politics as a lure for profit—were 
responsible for over 70% of users reached. Notably, accounts unaffiliated 
with the networks played an important role in facilitating this reach by 
resharing content the three networks produced. Deceptive networks, 
regardless of whether their goals were political or financial, reached users 
who were older, more conservative, more frequently exposed to content 
from untrustworthy sources, and spent more time on Facebook.

In the summer of 2020, Rally Forge, a US marketing firm acting on behalf 
of the nonprofit Turning Point USA, operated a network of Facebook 
and Instagram accounts with fake profiles that impersonated US citi-
zens from a wide range of demographic and ideological backgrounds, 
making thousands of posts pretending to express authentic opinions1,2 
(see the report on CIB9 linked in Extended Data Table 1). Posts from 
Rally Forge were reshared millions of times by Facebook users who 
were unaffiliated with this deceptive online network.

From June to October 2020, a group from Kosovo used a compro-
mised comedy Page and six fake Facebook user accounts to post memes 
and links to off-platform websites that copied content from Fox News. 
These posts were reshared by Facebook users unaffiliated with the 
Kosovo group hundreds of thousands of times (see the description of 
FMO27 in Extended Data Table 1).

Posting political opinions and sharing links are activities that 
people do every day on social media. But when these actions are 
taken by deceptive online networks—which use various types of 

identity deception such as using fake names and photos, deploying 
seemingly unrelated and independent shell accounts, and artifi-
cially boosting engagement—they violate democratic norms and 
can erode trust in democratic deliberation by contaminating public 
discourse and misleading audiences, thus potentially distorting 
collective preferences.

A large and growing body of research on influence operations 
and disinformation campaigns has focused primarily on networks 
pursuing political goals3–6, particularly those originating from Russia 
active around the 2016 US elections7–14. Furthermore, these studies have 
focused on users’ engagement with deceptive online networks rather 
than exposure. This limitation arises because data on when users are 
exposed to network content is available only to platforms, and not to 
external researchers. Except for one study that captured targeted ad 
exposure14, previous research has inferred exposure through proxies, 
such as users following or mentioning network accounts, without 
directly measuring whether individuals viewed the content4,10. For these 
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and ultimately generate profits from users’ clicks20–22. To understand 
how deceptive online networks shape public discourse, there is a need 
to expand research and data disclosure beyond networks focused 
solely on political influence. Our concept of deceptive online networks 
addresses this need. Regardless of their motive, the networks that we 
study engage in identity deception and interact with users on politics 
and social issues.

This research is part of the US 2020 Facebook and Instagram Elec-
tion Study (FIES), an effort between Meta and external researchers to 
study the political impact of Facebook and Instagram on US adults in the 
context of the 2020 elections (Supplementary Information section 1.1).  
The deceptive online networks examined in this study include two sub-
sets of networks removed by Meta for inauthentic behaviour (IB), which 
covers efforts “to mislead people or Facebook about the popularity of 
content, the purpose of a community (that is, groups, Pages, Events), or 
the identity of the people behind it”23. The first subset are coordinated 
inauthentic behaviour (CIB) networks Meta removed for engaging in 
“coordinated efforts to manipulate public debate for a strategic goal 
where fake accounts are central to the operation”24, which are “particu-
larly sophisticated forms of Inauthentic Behavior”23. The second subset 
are financially motivated operations (FMO) networks Meta removed 
for IB that were flagged by an internal, informal Meta taskforce for 
producing some content related to politics in the United States leading 
up to the 2020 US elections. This operationalization captures the key 
elements of deceptive online networks: coordination, misrepresenta-
tion of identity and engagement in political discourse, regardless of a 
network’s goal. We show CIB and FMO networks separately throughout 
the paper to highlight their similarities and differences, allowing for an 
empirical assessment of the importance of studying deceptive online 
networks as an overarching category. For more details on network iden-
tification, inclusion criteria and descriptions (including names of CIB 
networks in common usage), see Extended Data and Supplementary 
Information section 2.1.

We focus on networks operating on Facebook and Instagram that 
targeted the United States between 26 June 2020 and 15 February 2021 
(the study period). Networks identified by Meta between 26 June 2020 
and 3 November 2021 are included to cover networks operating dur-
ing the elections but discovered afterwards. This may not capture all 
deceptive online networks engaged in political discourse on Facebook 
and Instagram. Some networks might never have been caught by Meta. 
Some networks and/or information related to the networks might not 
have been available to Meta at the time of data analysis because the data 
were not preserved by the company (see Supplementary Information 
section 2.1.3 for details on data availability). Takedowns under Meta’s 
CIB subcategory are publicly disclosed, whereas other forms of IB are 
often not. All attributions of network characteristics and activity are 
provided by Meta, including the designation of accounts as either affili-
ated with a network (that is, part of it) or merely connected to network 
accounts (for example, through friend or followership ties) without 
being affiliated with the network. Any Facebook or Instagram account 
not identified by Meta as affiliated with a deceptive online network is 
referred to as a non-network account. Some non-network accounts 
are connected to network accounts, while others are not. These data 
encompass the broadest set of networks engaged in political discourse 
and their characteristics made available for academic research.

The dataset includes the characteristics, activity and reach of 
these deceptive networks on Facebook and Instagram (to access, see 
‘Data availability’ section). The data on network reach that we analyse 
are based on active users, defined as unique adult US-based Face-
book or Instagram users who were active for at least 1 day during the 
study period and excluding user accounts affiliated with networks. 
Network content can differ in how it reaches users—whether users 
see a post directly from the network or users see a post indirectly 
when a non-network account reshares a post from the network. We use 
the terms ‘direct network content’ and ‘direct network post’ to refer 

two reasons, previous studies are fundamentally limited in their abil-
ity to explain whether and how deceptive networks reach audiences.

This pre-registered study uses platform-level aggregated data 
about deceptive online networks identified by Meta that targeted 
US-based users in the context of the 2020 US elections to analyse 
their characteristics, activities and reach. The data cover deceptive 
online networks that engage in political discourse around the elec-
tions, whether they pursue political or financial goals. The data that 
we analyse encompass 49 networks, including details on how many US 
adult Facebook and Instagram users saw content from deceptive online 
networks and how network content reached these users.

We find that deceptive networks are diverse in their origins, the 
number and type of accounts that they operate, and their level of 
posting activity. The main commonality of the networks that we study 
is the preponderance of political content that they produce, regard-
less of whether their primary motive is political or financial. These 
networks reached at least 37 million unique Facebook and 3 million 
unique Instagram users, representing 15% and 2% of Facebook and 
Instagram US adult active users, respectively. However, only a few 
networks accounted for most of the reach—over 70% of the users who 
viewed any content from deceptive online networks were exposed 
through 3 networks highly active on Facebook. In addition, we find that 
the way these three networks reached users on Facebook was through 
the participation of accounts that were unaffiliated with the networks 
resharing deceptive network content. Regardless of the network’s pri-
mary motive or how content reached users (whether directly through 
network accounts or indirectly through accounts unaffiliated with 
networks), those exposed to deceptive network content were relatively 
older, more conservative, more frequently exposed to content from 
untrustworthy sources, and spent more time on Facebook.

Deceptive online networks
We introduce the concept of deceptive online networks and define it as 
coordinated efforts that take place online where audiences are misled 
about the identity of the people behind the network. Coordination 
means that members of a group organize among themselves to conduct 
a set of activities (for example, some members of the group administer 
multiple accounts or post content at the same time). Deception refers 
to the concealment of the coordination and/or misrepresentation of 
the identities of those involved in the effort—that is, who they really 
are or what they want to achieve. For example, in the Rally Forge case, 
workers coordinated on the content and timing of the content that 
they produced and engaged in identity deception when they oper-
ated multiple accounts with seemingly different identities, disguising 
their role behind these accounts and the payment they received for 
posting. This identity deception is not based on content; a network 
can engage in identity deception without posting deceptive content 
such as false information.

Our study focuses on deceptive online networks that engage in 
political discourse, regardless of their ultimate aims. Previous research 
has focused predominantly on deceptive online networks where the 
immediate and/or end goal of the effort is political influence. These 
efforts have been referred to as influence operations, influence cam-
paigns, disinformation campaigns and propaganda campaigns3,6,7,15,16. 
Much less attention has been paid to deceptive online networks using 
political discourse whose only goal is financial gain. Networks pursuing 
financial gain talk about politics to monetize online activity, for exam-
ple, by enticing users to click on ads, make payments or inadvertently 
share their private financial information17–19. Very little research has 
been conducted on these networks because they are often dismissed 
as mere spam and clickbait, deemed unworthy of public attention and 
data disclosure. What we know about them comes from journalistic 
investigations and one qualitative study of groups in North Macedonia 
that became well known during the 2016 US elections for taking advan-
tage of the elections as a hot-button issue to garner public attention 
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to original posts of network-affiliated accounts and reshares made 
by network-affiliated accounts. We use the terms ‘indirect network 
content’ and ‘indirect network posts’ to refer to reshares of posts of 
network-affiliated accounts by non-network accounts. Whenever the 
terms ‘network content’ and ‘network post’ are used in this paper, this 
indicates the inclusion of direct and indirect content (see Supplemen-
tary Information section 2.0.1 for all definitions).

Deceptive networks are diverse in origin and 
predominantly feature political content
Meta identified 13 CIB networks and 36 FMO networks from around 
the world targeting US users on Facebook and Instagram during 
the 2020 elections (Fig. 1a). CIB networks originated from Russia  
(5 networks), the United States (2 networks), Iran (2 networks), China 
and Romania, and included 2 networks whose organization spanned 
multiple countries (for links to detailed reports on CIB networks, see 
Extended Data Table 1). One transnational network, Truthmedia (CIB3—
references to networks are standardized by network type (CIB or FMO) 
and a number, ordered from oldest to newest date of removal), was 
located in a dozen countries across Asia, Europe, Oceania and North 
America (Fig. 1a). As shown by the green areas in Fig. 1a, FMO net-
works were concentrated in the Balkans (16 networks from Albania, 
North Macedonia, Bosnia and Herzegovina, Kosovo and Romania) 
and South Asia (11 networks from Pakistan, Bangladesh and India), but 
also included networks from Canada, the United States, Italy, Russia, 
Algeria, Morocco and the Philippines (see Extended Data Table 1 for 
descriptions of FMO networks; see Extended Data Table 2 for more 
details on network characteristics).

Networks varied greatly in the type and number of accounts that 
they operated and the number of direct network posts that they made 
(Fig. 1b). On Facebook, all 49 CIB and FMO networks had activity but 
varied in the number of accounts (from 2 to 676) and number of direct 
network posts (from none in the study period to 15,273). On Instagram, 
11 out of 13 CIB networks and 13 out of 36 FMO networks had accounts 
and the volume of direct network posts varied from none in the study 
period to 6,646 (see Extended Data Table 2 and Extended Data Fig. 1 for 
post activity over time; see Supplementary Information section 4.1 for 
more details). In total, networks operated 4,101 Facebook accounts, 
creating 81,729 direct network posts, and 613 Instagram accounts, 
creating 16,854 direct network posts. Networks varied in the number 
of ads that they purchased, with only 12 out of 49 networks running 
any ads. Those 12 networks posted 1 ad per 29 direct network posts on 
average, but varied from 1 ad per 0.6 direct network posts (FMO28) to 1 
ad per 1,042 direct network posts (CIB6). Networks paid to make posts 
more visible only 0.6% of the time.

Politics and social issues are the most frequent topics for both 
CIB and FMO networks on Facebook (Fig. 1c based on the Meta Topic 
classifier for Facebook; Supplementary Information section 2.0.2). 
On Facebook, politics and social issues accounted for 65% of direct 
network content for CIB networks, and 32% of direct network content 
for FMO networks (based on Civic classifier; Supplementary Informa-
tion section 2.0.2). On Instagram, politics and social issues are among 
the most frequent topics, making up 18% of direct CIB network content 
and 24% of direct FMO network content (based on Civic classifier; Sup-
plementary Information section 2.0.2). The prevalence of political con-
tent is unsurprising given our aim to study deceptive online networks 
engaged in political discourse. However, it is notable that politics and 
social issues were the most frequently discussed topics not only for 
CIB networks but also for FMO networks. While FMO networks had to 
produce at least some politics content to be included in the study, there 
was nothing in the selection process that predetermined that political 
content would be as frequent. Put another way, FMO networks actively 
produced content related to politics and social issues targeting users 
in the United States. More generally, politics and social issues were 
widely debated, and networks appear to have utilized them, along 

with other contentious issues of the time such as COVID-19 and news, 
and niche content such as hunting, in their posts (see Supplementary 
Information section 4.2 and CIB reports linked in Extended Data Table 1 
for additional details on network content).

A few networks dominate reach
Network content reached at least 36.79 million unique US adult active 
users on Facebook (14.63% of approximately 250 million unique US 
adult active users) and 2.98 million unique US adult active users on 
Instagram (1.85% of approximately 160 million unique US adult active 
users). An additional 545,299 unique active users on Facebook and 
7,189 unique active users on Instagram were reached solely via network 
ads, for a total reach of 37.33 million (14.85%) unique active users on 
Facebook and 2.98 million (1.86%) on Instagram over our 8-month study 
period. This is roughly equivalent to 15% and 1% of the US voting-age 
population, respectively (based on US government census data; https://
www.census.gov/content/dam/Census/library/publications/2022/
demo/p20-585.pdf). For context, in the 2016 US elections, the potential 
exposure of the Russian Internet Research Agency is estimated to have 
been 126 million Facebook users over a 2-year period25. Distinguish-
ing between exposure to CIB and FMO networks, and excluding users 
who were reached only via ads, 15.3 million (6.09%) Facebook users 
saw content from CIB networks and 27.7 million (11.01%) from FMO 
networks; 2.94 million (1.83%) Instagram users saw content from CIB 
networks and 34,570 (0.0215%) from FMO networks (the sum of those 
exposed to CIB and FMO networks is greater than the total number of 
unique active users exposed because some users saw content from 
both types of network).

Those reached by the networks were often repeatedly exposed. On 
Facebook, in total, there were 175.24 million views of network content 
(excluding ads), 55.87 million for CIB networks and 119.37 million for 
FMO networks (see Extended Data Table 3 for details). On average, view-
ers exposed to either CIB or FMO networks saw 4.76 pieces of network 
content, but the distribution was highly skewed such that the median is 
lower. On Instagram, in total, there were 69.65 million views of network 
content (excluding ads), 69.30 million for CIB networks and 356,399 for 
FMO networks (see Extended Data Table 4 for details). This means that 
viewers exposed to either or both CIB and FMO networks on Instagram 
had an average of 23.4 views of network content (see Supplementary 
Information section 4.3 for more details), but the distribution is also 
highly skewed with few people accounting for most exposures.

Exposure to deceptive network content accounts for a very small 
share of users’ overall political content consumption. Previous research 
shows that news and politics make up less than 15% of total digital 
content consumption26,27. During the 2020 election period, less than 
10% of content that users saw on Facebook was political28. Analysing 
individual-level participant data, we find that for participants who 
encountered content from any deceptive online network in the 41 days 
before the election, such content represented, on average, 0.3% of 
their political content views on Facebook. The distribution was highly 
skewed: for users in the 99th percentile of the proportion of network 
content views to political content views, deceptive network content 
accounted for 3% of political content views.

On Instagram, 1% of active users accounted for over 96% of views 
of network content (Fig. 2a). On Facebook, 1% of active users accounted 
for 55% of views of network content (Fig. 2b). The greater concentration 
of exposure on Instagram aligns with the fact that viewers exposed to 
network content on Instagram are exposed to more content on average 
than viewers exposed to network content on Facebook. For context, 
previous research on presumed exposure on Twitter to content from 
the Russian Internet Research Agency in 2016 found that 1% of users 
accounted for 70% of exposures10, and research on fake news on Twit-
ter in 2016 found that 1% of users accounted for 80% of such views29.

Notably, a small number of networks are responsible for reaching 
almost all viewers. On Instagram, nearly all viewers (95%) were reached 
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Fig. 1 | Characteristics of deceptive online networks. a, Deceptive online 
networks’ attributed countries of origin. Numbers reflect the number of 
networks identified by Meta as originating in each country; transnational 
networks are shown as individual numbers at the approximate geographic 

midpoint of their attributed countries of origin and are connected to these 
countries via dotted lines. b, Number of accounts and direct network posts for 
each network on Facebook and Instagram. c, Topics for CIB and FMO networks on 
Facebook based on the Meta Topic Classifier.
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by one network (CIB10; Instagram reach shown in yellow in Fig. 2c). 
On Facebook, nearly 80% of all unique viewers of deceptive networks 
were reached by three networks (CIB9, FMO27 and FMO34; Facebook 
reach shown in blue in Fig. 2c). Because more Facebook users were 
exposed to network content than Instagram users, the three dominant 
networks on Facebook account for over 70% of all users who saw decep-
tive online network content across both platforms. It is also worth not-
ing that many networks have limited reach—8 networks on Facebook 
and 16 networks on Instagram reached fewer than 1,000 viewers (see 
Supplementary Table 10 in Supplementary Information section 4.3).

Accounts unaffiliated with networks play a critical 
role in reach
Focusing on Facebook, where networks reached far more viewers, 
a clear pattern differentiating the networks with the highest reach 
from other networks is the participation of non-network accounts, 
that is, accounts unaffiliated with the deceptive online network (green 
circles in Fig. 3a). A Facebook user can see content directly posted by 
network accounts—for example, if the user is friends with a network 
user account, follows a network Page account, is recommended content 
from a network-affiliated account or sees an ad from the network (green 

circles connected to blue circle in Fig. 3a). However, if a Facebook user, 
Page or Group that is not part of a network reshares an original network 
post, other Facebook users who see the reshare are exposed to network 
content indirectly through a non-network account (green circles con-
nected to green circles in Fig. 3a). Figure 3b, where each column is a 
network and column width corresponds to the total number of viewers 
exposed to each network, shows that exposure through non-network 
accounts (green) vastly outpaces exposure through network accounts 
(blue), especially for networks that reached larger numbers of viewers 
(for details by network, see Extended Data Table 5). The CIB network 
with the highest overall reach, CIB9, only reached 1.3 million view-
ers directly, but through the participation of non-network accounts 
resharing its content, CIB9 reached 13 million viewers indirectly, for a 
total of 13.4 million viewers reached (the sum of directly reached and 
indirectly reached users is larger than the total because some view-
ers were reached both directly and indirectly). In addition, we find 
positive correlations between the share of viewers reached through 
indirect exposure and average cascade size, average cascade depth, 
average cascade maximum breadth and average structural virality 
of network original posts (see Supplementary Fig. 27 in Supplemen-
tary Information section 4.5). It is important to note that only a small 
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proportion of users who see network content (5.67% on Facebook and 
0.34% on Instagram) reshared network content. This means that even 
though only a small proportion of those exposed to network content 
are involved in its propagation, their involvement disproportionately 
amplifies overall reach. In sum, during the study period, the number 
of Facebook users reached by network content was massively larger 
because non-network accounts reshared network content.

It is possible that network exposure could be affected by platform 
features such as the Facebook feed ranking algorithm. We conducted a 
post hoc exploratory analysis of the data from FIES experiments28,30,31 
where consenting Facebook users were randomly assigned to (1) a feed 
without reshares, (2) a reverse chronological feed or (3) a feed where 
like-minded content was reduced to examine how these treatments 
affected exposure to and engagement with deceptive online networks 
compared with the default feed ranking algorithm (control group). 
We found that the no reshares and chronological feed conditions 
decreased exposure to and engagement with deceptive networks. 
However, the treatments also decreased overall user engagement on 
Facebook, and owing to the small number of experiment participants 
who were exposed to network content, we were not powered to detect 
the effect of these treatments after overall views and engagements are 
taken into account (Supplementary Information section 4.6 figures 
and tables).

Network content viewers have similar 
characteristics
When we examine who is reached by deceptive online networks, we find 
that the characteristics of viewers are similar between CIB and FMO 
networks. In addition, we find that the characteristics of viewers are 

similar between viewers who are exposed directly by network accounts 
and viewers exposed indirectly through non-network accounts. We 
focus on Facebook here because some characteristics are not avail-
able for Instagram.

There are four panels in Fig. 4, each with two plots, that show 
for each network with more than 100 viewers the characteristics of 
users exposed to network content directly through network accounts 
(top plot in each panel) and indirectly through non-network accounts  
(bottom plot in each panel). The user characteristics are political ideol-
ogy (panel a), age (panel b), quartiles of time spent on Facebook (panel 
c) and the share of users in the top 20% of Facebook users in terms of 
exposure to content from untrustworthy sources (panel d). The hori-
zontal dashed lines in each plot correspond to that characteristic in the 
population of US adult active users in the study period (for example, the 
two dashed lines in the first pair of plots separate the share of liberal, 
moderate and conservative adult active Facebook users).

For both CIB and FMO networks, those exposed are more likely to 
be conservative—the red portions of Fig. 4a rise higher for the majority 
of networks than the lower dashed line, which shows that the propor-
tion of conservatives exposed is higher than the proportion of conserv-
atives in the US adult active Facebook user population. Those exposed 
are older than US adult active Facebook users in general—the dark and 
medium blue in panel b is higher than the second lowest dashed line, 
which shows the proportion of US adult active Facebook users aged  
45 to 64 and 65 and above, for almost all networks. Both results align with 
previous research showing that conservatives and older adults are dis-
proportionately reached by disinformation and misinformation4,10,29, 
as well as research on echo chambers and selective exposure32,33. Those 
exposed to CIB and FMO networks were also highly active on Facebook 
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Fig. 3 | How users are exposed to deceptive network content. a, Diagram 
illustrating the distinction between direct exposure and indirect exposure to 
deceptive network content. Direct exposure is through network accounts and 
indirect exposure is through non-network accounts. b, Source of exposure for 

each network, ordered by proportion of exposure from non-network accounts. 
Numbers at the top of the plot refer to the network number, for example, 34 is 
FMO34, 9 is CIB9.
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in terms of time spent, and disproportionately among the top 20% 
of Facebook users who are exposed to content from untrustworthy 
sources (for other characteristics, see Supplementary Figs. 24–26 in 
Supplementary Information section 4.4). The characteristics of viewers 
who are exposed directly through network accounts (top plot in each 
panel in Fig. 4) and those exposed indirectly through non-network 
accounts (bottom plot in each panel in Fig. 4) are also generally similar. 
Several characteristics of those viewing and those resharing content 
are similar and deviate from the characteristics of the general user 
population (see Supplementary Figs. 18–22 in Supplementary Infor-
mation section 4.3).

The importance of user characteristics is further highlighted by an 
analysis based on individual-level participant data of the relationship 

between exposure to and engagement with network content and down-
stream consequences. On the basis of a pre-registered analysis of 
72,962 consenting survey participants, we examine the relationship 
between exposure to and engagement with deceptive online networks 
and individual-level outcomes controlling for a set of user charac-
teristics, which were measured pre-exposure. The outcomes that we 
examine—the ability to discern true from false information, belief in 
the legitimacy of the 2020 elections and behavioural polarization (par-
tisan news clicks on Facebook)—capture different aspects of politics 
(knowledge, attitudes and behaviour) identified by previous research 
as areas potentially affected by deceptive online networks4,10,29. We 
set a threshold to only analyse networks whose content was viewed 
by 500 or more consenting participants after Wave 2 and before Wave 
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Fig. 4 | Characteristics of viewers of network content by how users are exposed 
to network content on Facebook. a–d, Characteristics of viewers of network 
content by how users are exposed to network content on Facebook; top plot in 
each panel is direct exposure and bottom plot is indirect exposure. Horizontal 
dashed lines correspond to how characteristics are distributed in the population 
of US adult active users in the study period. a, Political ideology of viewers. b, Age 

of viewers. c, Quartiles of time spent on Facebook. d, Whether viewers are in the 
top 20% of Facebook users in terms of exposure to content from untrustworthy 
sources; d shows the number of viewers by source of exposure at the top of each 
bar. Networks CIB10, CIB11, FMO14, FMO21 and FMO37 are excluded because they 
had less than 100 viewers in total and no observations in some of the panels.
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4 of survey data collection (that is, between 24 September 2020 and 
3 November 2020; see Supplementary Information section 3.1 for 
details). Only two FMO networks operating on Facebook (FMO27 from 
Kosovo and FMO35 from North Macedonia) met these criteria (for more 
details on these networks, see Supplementary Information section 3.2, 
Supplementary Table 5 in Supplementary Information section 4.2 for 
network content topics, Supplementary Fig. 9 in Supplementary Infor-
mation section 4.2 for candidate mentions and Extended Data Table 1 
for network descriptions).

For both FMO networks, without controlling for any 
individual-level characteristics, we observe that survey participants 
who were exposed to or engaged with the deceptive online networks 
tended to have less ability to discern true from false information, and 
were more likely to exhibit partisan news clicks (see Model 0 in the 
panels of Fig. 5 and Supplementary Table 3 for coefficient estimates, 
P value and confidence intervals). After adjusting for pre-exposure 
individual-level characteristics using entropy balancing34—which 
reweights non-exposed/non-engaged participants to achieve mean 
balance on these characteristics with the exposed/engaged group 
(see Supplementary Information section 3.1.5 for more details)—the 

previously strong associations between exposure to or engagement 
with deceptive online networks and users’ factual knowledge largely 
disappear (FMO27: Treatment = Exposure, t(30, 003) = −1.603, P = 
0.109, coef = −0.022, 95% CI = (−0.048, 0.005); Treatment = Engage-
ment, t(30, 003) = 1.267, P = 0.205, coef = 0.031, 95% CI = (−0.017, 0.080); 
FMO35: Treatment = Exposure, t(30, 003) = −1.908, P = 0.056, coef = 
−0.048, 95% CI = (−0.096, 0.001); Treatment = Engagement, t(30, 003) 
= −1.580, P = 0.114, coef = −0.064, 95% CI = (−0.142, 0.015)), perceived 
election legitimacy (FMO27: Treatment = Exposure, t(28, 952) = 0.201, 
P = 0.840, coef = 0.003, 95% CI = (−0.022, 0.027); Treatment = Engage-
ment, t(28, 952) = 1.501, P = 0.134, coef = 0.032, 95% CI = (−0.010, 0.074); 
FMO35: Treatment = Exposure, t(28, 952) = −1.931, P = 0.054, coef = 
−0.040, 95% CI = (−0.081, 0.001); Treatment = Engagement, t(28, 952) = 
2.230, P = 0.026, coef = 0.067, 95% CI = (0.008, 0.126)) and subsequent 
online behaviour (FMO27: Treatment = Exposure, t(36, 211) = 1.834,  
P = 0.067, coef = 0.002, 95% CI = (0, 0.004); Treatment = Engagement, 
t(36, 211) = 2.391, P = 0.017, coef = 0.005, 95% CI = (0.001, 0.009); FMO35: 
Treatment = Exposure, t(36, 211) = 0.160, P = 0.873, coef = 0, 95% CI = 
(−0.004, 0.005); Treatment = Engagement, t(36, 211) = −1.689, P = 0.091, 
coef = −0.007, 95% CI = (−0.014, 0.001)).
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Fig. 5 | User characteristics correlate with exposure/engagement and 
outcomes: adding more control variables reduces the correlation between 
exposure/engagement and outcomes. a–c, Correlation between exposure 
to and engagement with FMO27 and outcomes. d–f, Correlation between 
exposure to and engagement with FMO35 and outcomes. a and d show the factual 
discernment outcome. b and c show the belief in the legitimacy of the election 
outcome. c and f show the partisan news clicks outcome. a–f show coefficient 
estimates and the 95% confidence intervals based on Huber–White robust 

standard errors (HC2) obtained by sequentially adding more pre-exposure 
covariates to the model and using entropy balancing to adjust for them. The 
number of participants who were exposed to or engaged with deceptive network 
content are shown for each model in the form of bars on the left of the coefficient 
plots; the model at the very top also shows exact numbers for orientation. See 
Supplementary Table 3 for full result details, including P values and confidence 
intervals.
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We caution against interpreting these results as causal—that expo-
sure to and engagement with network content influences (or does not 
influence) downstream political knowledge, attitudes and behaviour. 
This analysis relies on individual-level participant data, and the relatively 
small number of exposed participants may not represent the broader 
population of users who encounter network content. More generally, 
owing to limited knowledge about how the treatments (exposure to or 
engagement with the networks) are assigned, causal inference using 
observational data based on the unconfoundedness assumption is inher-
ently challenging35,36. Our pre-registered sensitivity analyses show that 
these estimates are highly vulnerable to potential unobserved confound-
ing and therefore cannot be credibly interpreted as causal (see Supple-
mentary Information section 3.2.3 for full sensitivity analysis results). 
For example, individuals who have lower trust in media, higher prior 
approval of Donald Trump as president, are aged 45 or older, and identify 
as Republican are both more likely to click on content from FMO35 and 
more likely to doubt the legitimacy of the 2020 elections. We control for 
these factors, but they are illustrative rather than exhaustive and other 
confounders likely remain.

The observed associations between exposure to, or engagement 
with, two FMO networks and political outcomes are likely confounded by 
unobserved individual-level characteristics and should not be interpreted 
as evidence for causal effects—or the absence of such effects. Altogether, 
these results underscore the importance of understanding the character-
istics of individuals who are exposed to and engage with network content.

Discussion
Deceptive online networks use various tactics of identity deception, 
violating community standards and norms on social media. Deceptive 
online networks raise normative concerns as they may mislead the 
public, contaminate political discourse and corrode public confidence 
in democracy.

In the 2020 US elections, a diverse array of deceptive online net-
works targeted users in the United States. While previous research 
has focused primarily on foreign influence campaigns from Russia, 
we find that deceptive online networks targeting the US electorate 
originate domestically and from around the world. In fact, the network 
with the largest reach in this study, Rally Forge, was operated by US 
domestic actors.

The results show that all deceptive online networks producing and 
disseminating political content should be scrutinized, regardless of 
their goals. Previous work on coordinated networks, influence opera-
tions and disinformation campaigns has largely neglected financially 
motivated actors, dismissing them as mere spam or clickbait. This has 
resulted in little research or oversight20,21. In our study period, Meta 
identified three times as many financially motivated as politically 
motivated deceptive networks that engaged in political discourse. 
These financially motivated networks reached more users and shared 
a substantial amount of political content. The characteristics of users 
reached by deceptive online networks are similar, regardless of net-
works’ goals. Furthermore, in practice, it can be difficult to make clear 
attributions of intent (for example, was a network pursuing political or 
financial goals?). It is also conceivable that some networks are ‘repur-
posed’ over time—for example, accounts originally used for financial 
gain may later be sold or leveraged for explicitly political purposes. All 
deceptive online networks engaged in political discourse—regardless 
of how they are classified—may shape election contexts and deserve 
scrutiny, and future research could benefit from delving more deeply 
into the function, structural organization and dissemination tactics of 
networks. To enable this, it is essential that platforms not only reinvest 
in trust and safety efforts—reversing recent trends37,38—but also take 
proactive steps to document, retain and publicly release data on all 
deceptive online networks engaged in political discourse.

Leveraging unique data on actual exposure, we find that 37 million 
active users on Facebook and 3 million active users on Instagram were 

exposed to some deceptive online network content in the 2020 US elec-
tions. These numbers are likely a lower bound on exposure for several 
reasons: not all networks may have been detected by Meta, we only 
analyse an 8-month study period, only adult users are included, and 
not all network data were preserved (see Supplementary Information 
section 2.1.1 for details on network identification and Supplementary 
Information section 2.1.3 on missing data). While reach was highly 
concentrated on Instagram, with 1% of users accounting for 96% of all 
views of network content, it was more diffuse on Facebook, where 1% of 
users accounted for 55% of all views. Notably, only a very small number 
of deceptive networks achieved broad reach, and they accounted for 
the vast majority of exposures to deceptive network content. As with 
all of our results, care should be taken when generalizing these findings 
beyond the context of this study.

Reshares by non-network accounts, that is, accounts that are unaf-
filiated with deceptive online networks, are crucial for exposing more 
users to deceptive online network content. Dovetailing with previous 
research, this suggests that social media users are often active—albeit 
likely unwitting—participants in amplifying deceptive network content, 
not just passive information consumers10,39–45.

The importance of non-network accounts for network reach has 
implications for future research and the development of solutions and 
countermeasures. First and foremost, it highlights the need for future 
research to focus on understanding the motivations and behaviour 
of the relatively small number of users who choose to reshare decep-
tive network content. For example, these users may be influenced by 
social reinforcement or ideological affinities46, or they may rely on 
heuristic processing and intuitive decision-making47,48 when they share 
network content. These users, particularly those directly exposed to 
networks, play a key role in the transmission chain, connecting the 
networks to other users who would not have been directly exposed to 
deceptive networks but are nevertheless reached indirectly through 
reshares of non-network accounts. Since humans judge reliability 
based in part on others’ interactions, when deceptive network con-
tent is reshared by non-network users, it may make identity decep-
tion more difficult to detect49,50. This suggests that countermeasures 
aimed solely at the networks themselves may be insufficient unless 
paired with behavioural interventions or preventative strategies 
that address the reasons that users choose to reshare deceptive net 
work content.

Although we illustrate the role of non-network accounts in 
users’ exposure to deceptive networks, we do not know how exactly 
non-network accounts facilitate spread. Our analyses of engagement 
with network content, such as reshares, by different user character-
istics such as age and posting activity give insight into who reshares 
network content (Supplementary Information section 5.1). Our data 
on network original post diffusion show averages of cascade size, 
depth, maximum breadth and structural virality across all diffu-
sion trees per network (see Supplementary Information section 5.2, 
Supplementary Tables 39–42 for select diffusion results; results for all 
pre-registered analyses can be found in the Supplementary Repository 
(SR); see Supplementary Information section 7 and SR on OSF (pdf 
passcode aZXGdq), including all diffusion results in SR2.4). However, 
we cannot identify whether deceptive networks intentionally targeted 
accounts with many followers for amplification, whether networks tar-
geted non-network accounts with specific characteristics, or whether 
characteristics or behaviours of non-network accounts, beyond what 
is measured in this study, promote content spread51. This suggests a 
potential role that platform-specific features—for example, reshare 
functionality on Facebook—may play in enabling broader reach of 
deceptive networks, which should be explored in future research (see 
Supplementary Information section 4.6 for an exploratory analysis). 
The effectiveness of countermeasures would be strengthened with a 
deeper understanding of the mechanisms under which non-network 
reshares occur.
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The emphasis on non-network accounts does not necessarily mean 
that future research can ignore deceptive networks’ direct actions 
and reach. On Instagram, which has different reshare features from 
Facebook, CIB10, the most successful network in terms of reach on 
Instagram, reached 2.8 million active users directly. Even on Face-
book, FMO29 reached 2.2 million active users directly, without the 
amplification by non-network accounts. Networks can directly reach 
millions of users and do so in a number of different ways. Networks can 
compromise popular accounts—for instance, FMO27 compromised 
a comedy Page to connect directly with Facebook users. Networks 
can use targeted ads to reach desired audiences. Rally Forge (CIB9), 
the most successful network in terms of reach on Facebook, utilized 
Facebook ads (513 in our 8-month study period; Extended Data Table 2), 
spending about US$1.15 million according to Meta’s public reporting52 
(albeit over a potentially longer period).

Finally, it remains important to understand the causal effects of 
deceptive online networks, including not only whether viewers’ beliefs 
are changed but also whether beliefs are hardened, and how networks 
affect general public perceptions. In our observational data, we were 
unable to reach firm conclusions about the causal effects of networks. 
Future research could focus on sampling people likely to be exposed 
to networks to improve power or run longer-term studies.

The data underlying this study, including all figures and tables in 
the SI and SR, is available to create opportunities to analyse deceptive 
online networks further (for details on access, see ‘Data availability’). 
Platform transparency and data sharing with researchers is essential in 
further investigating the role and impact of deceptive online networks.

We aim to promote clarity in public debates and to foster 
evidence-based policymaking in three main ways: (1) providing a con-
ceptualization of deceptive online networks that moves beyond net-
works’ goals, (2) directly measuring exposure to deceptive networks 
and (3) using a variety of approaches to show how platform users are 
exposed to deceptive networks. The nature of deceptive online net-
works is complex, and the mechanisms of their reach are multifaceted. 
However, this study highlights the key role of social sharing. Accounts 
unaffiliated with deceptive online networks played a pivotal role in 
spreading network content to broader audiences. Understanding the 
importance of resharing by non-network accounts and the character-
istics of the users who inadvertently become accomplices in decep-
tion is crucial for effectively addressing the issue of deceptive online 
networks on social media.

Methods
The methods used in this research are part of the broader US 2020 
FIES project28,30,31,53.

Ethical considerations
The research design prioritized ethical considerations, with attention 
to minimizing risks both for individual respondents and for society 
more broadly. Meta applied for and received approval from the NORC 
Institutional Review Board (IRB) to conduct the experimental studies 
(protocol number 20.08.10, project number 8870). Each academic 
collaborator also coordinated with their home institution’s IRB to meet 
Human Subjects Research requirements for analysing the aggregated, 
de-identified data that Meta and NORC collected. The same protocol 
was submitted to 13 academic institutions, 9 of them determined that 
the research was not human subjects, not research or irrelevant for the 
university IRB (that is, the university was not engaged in the research). 
Of the remaining four, three universities determined that the protocol 
was exempt (University of Texas Austin IRB number 2020-07-0062, 
William and Mary IRB number PHSC-2020-09-21-14523-jsettle and 
George Washington University IRB number NCR213250), and one 
university conducted expedited review (University of Pennsylvania 
IRB number 844651). In addition, Meta engaged Ethical Resolve, a 
data ethics consultancy, to advise both company and academic team 

members before the research was implemented. This external review 
assessed the project against established principles of research ethics 
and evolving standards for digital research.

Definitions
We define terms in Supplementary Information section 2.0.1, such as 
what constitutes a ‘view’ (for example, on Facebook, a view is counted 
whenever the post renders in the visible portion of a user’s web browser 
or mobile device for more than 250 milliseconds).

We describe and show the performance of classifiers as well as 
other categorization methods that are applied to the data, such as 
those used to identify political content, in Supplementary Information 
sections 2.0.2 and 2.0.3.

Study design
This study was initially pre-registered on 16 October 2020 at https://
doi.org/10.17605/OSF.IO/D7QES (all deviations and clarification can be 
found in Supplementary Information section 8). The study utilizes mul-
tiple types of data, including aggregated platform data, individual-level 
participant data and network data. We provide an overview of each data 
type here and refer to relevant Supplementary Information sections 
for more details.

Data
Aggregated platform data. Aggregated platform data refers to data 
on all adult US-based Facebook and Instagram users who were active 
for at least 1 day between 26 June 2020 and 15 February 2021 (the study 
period). The size of this sample is about 250 million adults for Facebook 
and about 160 million adults for Instagram. For Facebook, about 46.8% 
of users are male and 53.2% are female; 26.7% are aged 18–29, 30.7% 
30–44, 29.2% 45–64 and 13.3% 65 plus; 28.6% are politically liberal, 
19% moderate and 50.4% conservative. For Instagram, about 42.4% 
of users are male and 57.6% are female. This sample is representative 
of the adult active Facebook and Instagram US user population, but 
not the general US population. For more details, see Supplementary 
Information section 2.2.

Individual-level participant data. Individual-level participant data 
refers to data from US Facebook and Instagram users aged 18 and over 
who consented to participate in a study of social media and politics and 
completed 2 baseline survey waves. The data include individual-level 
survey responses as well as participants’ on-platform behavioural data. 
Our sampling frames were drawn from adult (18+) monthly active users 
in the United States on Facebook and Instagram as of 17 August 2020. 
Eligible respondents were those who could receive general platform 
surveys, representing a random subset of each platform’s total user 
population. Participants were asked to confirm that they were over 18 
years of age and lived in the United States as part of the recruitment 
process. The total sample size is about 73,000, although we use dif-
ferent subsamples for different analyses. Of these users, 43.3% are 
male and 56.7% are female or another gender (after excluding missing 
values); 17.9% are aged 18–29, 41.8% 30–44, 33.3% 45–64 and 7% 65 
plus (after excluding missing values). In terms of political identifica-
tion, 52.4% are Democrat or Democrat-leaning, 34.9% Republican or 
Republican-leaning, and 12.8% Independent. This sample is neither 
representative of the adult active Facebook and Instagram US user 
population nor the general US population. For more details, see Supple-
mentary Information section 2.3. For individual-level data, we excluded 
participants who deleted their account, withdrew from the study or 
requested data deletion from the analysis for ethical reasons since we 
could not access their data.

Network data. Deceptive online networks are operationalized as net-
works disabled under the CIB protocol, which consisted of influence 
operations, whether domestic or foreign in origin, that attempted to 
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manipulate or corrupt public debate for a strategic goal. Networks 
also include those disabled under the IB protocol. These consisted 
of FMOs that were identified by an informal, internal Meta taskforce 
as networks using inauthentic accounts to post content on American 
political themes—usually to drive users towards off-platform websites 
where the operators could monetize users’ clicks. For more details on 
data related to deceptive online networks, including how networks 
were identified, how these data were prepared, missing data and more 
detailed descriptions of networks, see Supplementary Information sec-
tion 2.1. Note that our operationalization of network content excludes 
network comments, which some networks such as Rally Forge com-
monly used52, implying that our numbers on content production and 
reach are underestimates. Further, owing to lower performance for 
other languages, we focus on posts in English and Spanish for topic 
classifications, meaning that we do not take posts in other languages 
into account when assessing the share of political content or topics 
about which a network posted.

Sampling strategy
Aggregated platform data. This represents the population of 
US-based adult active users on Facebook and Instagram. For more 
details, see Supplementary Information section 2.2.

Individual-level survey data. Below, we summarize our sampling 
strategy. Further details are available in Supplementary Information 
section 2.3.2. Participants were sampled to achieve specific sample 
targets across different stages of the study, which were, in turn, chosen 
to achieve desired minimum detectable effect sizes for experimental 
interventions related to other papers part of the US 2020 FIES across 
different subgroups among the set of respondents participating in 
the Wave 1 and Wave 2 surveys and Wave 4 or 5. The sampling frame 
consisted of all US Facebook and Instagram users aged 18 and above 
who were active monthly users and qualified to participate in standard 
platform surveys as of 17 August 2020. This participant pool consti-
tuted a randomly selected subset of the broader user bases across both 
social media platforms. The Facebook sampling frame was trimmed 
by removing predicted fake accounts, employees and advertisers. 
For Instagram, creators and business accounts also were removed. 
Finally, because the use of multiple accounts is common among Insta-
gram users, the sampling frame was narrowed to include only a user’s 
primary account (for users with multiple accounts, this is the oldest 
account). Having defined the sampling frames, sampling probabilities 
were computed to achieve specific sample distributions for the set of 
demographics encoded in the stratification step across each of the 
samples of interest. The sampling probabilities took into account (a) 
differential non-response across different demographics and (b) the 
desired sample size across the different studies. Recruitment occurred 
via a message displayed at the top of Facebook and Instagram feeds for 
a random subset of users, inviting them to share their opinion. Users 
who clicked ‘Start Survey’ were taken to an IRB-approved consent 
form describing the study procedures, potential benefits and risks, 
and compensation. As part of this process, participants confirmed 
that they were at least 18 years old and resided in the United States. 
During recruitment, individuals were required to verify their age (18+) 
and US residency status. The sample size is N = 72,962, with N = 19,510 
participants randomized into the control group for the FIES platform 
interventions. Additional information regarding sampling methodol-
ogy, recruitment and response rates can be found in Supplementary 
Information section 2.3. Data collection and analysis were not per-
formed blind to the conditions of the experiments.

Network data. Deceptive online networks are operationalized as 
networks Facebook (now Meta) disabled between 26 June 2020 and  
3 November 2021 (1 year after election day) that targeted US users dur-
ing the study period (26 June 2020 and 15 February 2021). This resulted  

in 49 networks. For more details, including on identification of net-
works, see Supplementary Information section 2.1. For one analysis 
on the downstream effects of networks, we subset to networks that 
reached a pre-registered reach threshold between different survey 
waves (see Supplementary Information section 3.1.1 for details).

Data collection
The study’s data collection involved a partnership between Meta and 
NORC, a survey research organization at the University of Chicago. 
While Meta handled the majority of participant recruitment and gath-
ered information from Facebook and Instagram platforms, NORC 
managed the survey administration process, including expanding 
the participant pool through additional recruitment, gathering sup-
plementary information beyond the social media platform data and 
ensuring participant anonymity by stripping identifying information 
before data integration and distribution to researchers. Participants 
provided data through their personal devices, including smartphones 
and computers. NORC operated without knowledge of the research 
hypotheses or participants’ experimental assignments.

Meta’s internal logging systems captured on-platform behavioural 
and network data. NORC administered the surveys through their estab-
lished survey infrastructure and collaborated with two vendors—MDI 
Global and RealityMine—to gather the passive measurement data.

Aggregated platform data. For Facebook, aggregated data are based 
on computing the total count for the study period (26 June 2020 until 
15 February 2021). For Instagram, metrics are aggregated between  
17 July 2020 and 15 February 2021 owing to an unanticipated data gap.

Individual-level survey data. Survey data collection started on  
31 August 2020. Two surveys were fielded pre-treatment: Wave 1  
(31 August–12 September) and Wave 2 (8–23 September). The treat-
ments that we analyse in more detail (less like-minded content, no 
reshares and reverse chronological feed) ran from 24 September to 23 
December; other treatments had different timelines (Supplementary 
Information section 3.1). During the treatment period, three more sur-
veys were administered: Wave 3 (9–23 October), Wave 4 (4–18 Novem-
ber) and Wave 5 (9–23 December). See Supplementary Information 
section 2.3 for details on the survey and platform behavioural data 
for individual-level participants and data collection period details.

Network data. Network data are measured for the study period  
(26 June 2020 until 15 February 2021). For more details, see Supple-
mentary Information section 2.1.

Data transparency
The study relies on data provided by Meta, which offers an important 
view of deceptive networks targeting US adult users on Facebook 
and Instagram between 26 June 2020 and 3 November 2021. At the 
same time, this reliance raises methodological constraints. First, 
we can only analyse what Meta made available. Not all data from the 
identified networks were retained (see Supplementary Information 
section 2.1 for details on missing data), and the informal taskforce 
engaged in flagging FMOs may not have captured all relevant networks. 
Importantly, we cannot independently verify the completeness of the 
dataset, and as a result, there may be biases in the data (for example, 
selection bias in identifying networks) that we cannot assess. Second, 
all attributions of network characteristics and activity come from 
Meta. Despite requests, Meta did not provide descriptions of all FMO 
networks because they did not have the resources in their investiga-
tive teams to conduct post hoc investigations of all FMO networks. 
Meta provided limited explanation of how they determine whether 
an account is affiliated with a network versus merely connected to 
it (non-network accounts). Despite repeated requests for details, all 
that was provided to us by Meta regarding network identification is 
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what is presented in Supplementary Information section 2.1.1. These 
constraints should be kept in mind when interpreting the findings. 
Nonetheless, the dataset has advantages: it captures actual exposure 
to deceptive networks across the entire population of US adult users 
on Facebook and Instagram, in contrast to user surveys or qualitative 
studies that rely on self-reports, presumed exposure or limited sam-
ples. These data also provide a fine-grained view of networks and their 
activity over time. While the data lack the depth of ethnographic or 
interview-based approaches, they enable a population-level analysis 
of deceptive networks that has not previously been possible.

Reporting summary
Further information on research design is available in the Nature 
Portfolio Reporting Summary linked to this article.

Data availability
De-identified data from this study are stored in the Social Media Archive 
(SOMAR) housed by ICPSR. This is accessible for university research 
approved by the Institutional Review Board (IRB) related to elections, or 
for the purpose of validating the results of this study. ICPSR will handle 
and vet all applications requesting access to these data. Data access is 
controlled to protect the privacy of the study participants and to be con-
sistent with the consent form signed by study participants. Requests for 
data can be made via SOMAR. The data for this paper are based on the 
following datasets stored in SOMAR: https://socialmediaarchive.org/
record/87, https://socialmediaarchive.org/record/88, https://socialme-
diaarchive.org/record/89, https://socialmediaarchive.org/record/90, 
https://socialmediaarchive.org/record/91, https://socialmediaarchive.
org/record/92, https://socialmediaarchive.org/record/93, https://
socialmediaarchive.org/record/94, https://socialmediaarchive.org/
record/95, https://socialmediaarchive.org/record/96, https://socialme-
diaarchive.org/record/97, https://socialmediaarchive.org/record/98, 
https://socialmediaarchive.org/record/99, https://socialmediaarchive.
org/record/100, https://socialmediaarchive.org/record/101, https://
socialmediaarchive.org/record/102 and https://socialmediaarchive.
org/record/103. In addition, we used public data sources for generating 
map plots and cleaning emojis in hashtags. In particular, for the world 
map in the main text, the ggplot2 package map_data function relies 
on world map data from https://www.naturalearthdata.com. We also 
downloaded centroid data from https://raw.githubusercontent.com/
gavinr/world-countries-centroids/master/dist/countries.csv. For the 
Congressional district maps in the supplementary repository, we used 
a Congressional district shapefile from https://www2.census.gov/geo/
tiger/GENZ2020/shp/cb_2020_us_cd116_20m.zipand Congressional 
district code file from https://www2.census.gov/geo/docs/reference/
codes/files/national_cd113.txt. To clean emojis in hashtags, we used 
Unicode data to filter out emojis. The raw dictionary was downloaded 
from http://www.unicode.org/Public/emoji/1.0//emoji-data.txt. Emoji 
lists were downloaded from http://www.unicode.org/reports/tr51/
index.html#emoji_data. For a comparison to the voting-age popula-
tion, we gathered the voting-age population size from https://www.
census.gov/content/dam/Census/library/publications/2022/demo/
p20-585.pdf. Source data are provided with this paper.

Code availability
The code from this study is stored in the Social Media Archive (SOMAR) 
housed by ICPSR and is accessible under the same terms as the 
de-identified data. Access to the data can be requested in the follow-
ing links: https://socialmediaarchive.org/record/87, https://socialme-
diaarchive.org/record/88, https://socialmediaarchive.org/record/89, 
https://socialmediaarchive.org/record/90, https://socialmediaarchive.
org/record/91, https://socialmediaarchive.org/record/92, https://
socialmediaarchive.org/record/93, https://socialmediaarchive.org/
record/94, https://socialmediaarchive.org/record/95, https://socialme-
diaarchive.org/record/96, https://socialmediaarchive.org/record/97, 

https://socialmediaarchive.org/record/98, https://socialmediaarchive.
org/record/99, https://socialmediaarchive.org/record/100, https://
socialmediaarchive.org/record/101, https://socialmediaarchive.org/
record/102 and https://socialmediaarchive.org/record/103. The data 
in this study were analysed using R (v.4.3.3), which was executed on via 
R notebooks on JupyterLab (v.4.2.4). The analysis code imports several 
R packages available on CRAN, including tidyverse (v.2.0.0), dplyr 
(v.1.1.4), ggplot2 (v.3.5.2), estimatr (v.1.0.4), Hmisc (v.5.1-0), sf (v.1.0-16), 
ggrepel (v.0.9.6), patchwork (v.1.2.0), scales (v.1.3.0), RColorBrewer 
(v.1.1-3), lubridate (v.1.9.4), stringr (v.1.5.1) and hbal (v.1.2.12).
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Extended Data Fig. 1 | Network activity over time by post type on Facebook 
and Instagram. a, Number of original posts and reshares by network-affiliated 
accounts on Facebook by network, over time. b, Number of reshares of network 
original posts by accounts unaffiliated with the network on Facebook by 
network, over time. c, Number of original posts by network-affiliated accounts on 

Instagram. In each panel, the top 5 networks in terms of total activity are shown 
in full colors, while the remaining networks are shown in opaque colors. See SI 
Section Definitions of Terms and Metrics for definitions of original posts and 
reshares.
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Extended Data Table 1 | Descriptions of CIB and selected FMO networks
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Extended Data Table 2 | Network characteristics overview

FB refers to Facebook, IG to Instagram. Total posts in this table include original posts and reshares by network-affiliated accounts for Facebook, and only original posts by network-affiliated 
accounts for Instagram. Top language used refers to the most common language in direct network posts. See SI Section Definitions of Terms and Metrics for detailed definitions of original 
posts and reshares, see SI Section Network Country Attribution for more details on country attribution. 
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Extended Data Table 3 | Number of active users exposed to or engaged with, and active users’ total exposure to and 
engagement with network content on Facebook

The total number of active users on Facebook was approximately 250 million. On Facebook, network content includes original posts and reshares by network-affiliated accounts, and reshares 
of network posts by accounts unaffiliated with the network. For reshares, only network original posts are considered. See SI Section Definitions of Terms and Metrics for definitions of active 
users, network content and engagement metrics. 
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Extended Data Table 4 | Number of active users exposed to or engaged with, and active users’ total exposure to and 
engagement with network content on Instagram

The total number of active users on Instagram was approximately 160 million. On Instagram, network content includes only original posts by network-affiliated accounts. See SI Section 
Definitions of Terms and Metrics for definitions of active users, network content and engagement metrics. 
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Extended Data Table 5 | Overview of active users’ exposure to and engagement with network content on Facebook by 
network and source of exposure

Different rates of engagement by those exposed directly or indirectly may be due to different engagement on the same content, or due to different content that is spread directly or indirectly 
and therefore receives different engagement. See SI Section Definitions of Terms and Metrics for definitions of network content, direct and indirect exposure, and engagement metrics. 

http://www.nature.com/nathumbehav











	How deceptive online networks reached millions in the US 2020 elections

	Deceptive online networks

	Deceptive networks are diverse in origin and predominantly feature political content

	A few networks dominate reach

	Accounts unaffiliated with networks play a critical role in reach

	Network content viewers have similar characteristics

	Discussion

	Methods

	Ethical considerations

	Definitions

	Study design

	Data

	Aggregated platform data
	Individual-level participant data
	Network data

	Sampling strategy

	Aggregated platform data
	Individual-level survey data
	Network data

	Data collection

	Aggregated platform data
	Individual-level survey data
	Network data

	Data transparency

	Reporting summary


	Acknowledgements

	Fig. 1 Characteristics of deceptive online networks.
	Fig. 2 Reach of deceptive online networks.
	Fig. 3 How users are exposed to deceptive network content.
	Fig. 4 Characteristics of viewers of network content by how users are exposed to network content on Facebook.
	Fig. 5 User characteristics correlate with exposure/engagement and outcomes: adding more control variables reduces the correlation between exposure/engagement and outcomes.
	Extended Data Fig. 1 Network activity over time by post type on Facebook and Instagram.
	Extended Data Table 1 Descriptions of CIB and selected FMO networks.
	Extended Data Table 2 Network characteristics overview.
	Extended Data Table 3 Number of active users exposed to or engaged with, and active users’ total exposure to and engagement with network content on Facebook.
	Extended Data Table 4 Number of active users exposed to or engaged with, and active users’ total exposure to and engagement with network content on Instagram.
	Extended Data Table 5 Overview of active users’ exposure to and engagement with network content on Facebook by network and source of exposure.




